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All websites, web presences, and digital content created by or for the Yale School of Medicine (YSM), whether hosted on University-maintained systems or on external platforms (e.g., Beatrix, Wix.com, YaleSites, Drupal, Squarespace, etc.) fall within the scope of this policy. 

Summary: 
1. Official websites and web presences of YSM are managed by the YSM Office of Communications using YSM's authorized web template and content management systems. This includes digital tools that solicit or collect personal health information from patients or potential patient candidates of Yale Medicine.
2. Content created by or for YSM must comply with university rules, regulations, policies, and applicable law, which include, but are not limited to, the following: 
· HIPAA/patient privacy rights and regulations
· Conflict of interest/conflict of commitment policies
· 1604 Data Classification Policy 
· 1605 Web Accessibility Policy 
· 1607 Information Technology Appropriate Use Policy 
· Yale University Copyright Policy
· Yale University Identity Web Guidelines & Branding, Wordmark, Shield, Graphic Identities, and Logos for YSM-Guideline
· Yale University Institutional Standards of Conduct
· Information Concerning Activism and Advocacy

3. YSM web publishing platforms are not approved for disclosing or otherwise sharing Protected Health Information (PHI) as defined under the Health Information Portability and Accountability Act (HIPAA) unless explicitly identified as such in YSM system documentation. 
4. University tools, resources, and publications may not be used to express political or personal opinions. In cases where Yale faculty or staff identify their Yale affiliation on an external platform and state an opinion, they should also claim that their opinions are their own and not the opinion of Yale.

Reason for the Policy
This policy was established to mitigate potential legal and reputational risks associated with the development and use of websites, web presences, and digital content created by or for YSM, as well as the use of online tools to solicit or collect personal health information from patients or potential patient candidates of Yale Medicine. 

The University is bound by certain rules, regulations, and policies regarding the programs and activities in which it engages, and YSM faculty, staff, trainees, and students are expected to comply with all applicable rules, regulations, and policies when publishing content online for or on behalf of YSM or using online tools to collect personal health information from patients or potential patient candidates of Yale Medicine. Such rules, regulations, and policies include but are not limited to the list at the end of this document under “Related Information.”

[bookmark: _Toc425171621]Definitions
Beatrix: Beatrix.yale.edu is a proprietary web publishing platform and content management system built by YSM that supports the communications functions of Yale schools, departments, and other units at the university. The beatrix.yale.edu platform is not approved for Patient Health Information. 

Digital content: Any content that exists in the form of digital data and may include text, images, graphics, illustrations, and multimedia content, such as videos, animations, music, audio recordings, reels, etc.

External or public: Any business, effort, or digital content posted outside of university-maintained systems. All social media accounts and groups are considered public.

University: Yale University and all of its components and entities. 

University-maintained systems: Information technology databases, servers, tools, and equipment that are controlled and maintained by the University and/or its authorized service providers. 
Websites and/or web presences: Any publicly available website, blog, digital content publisher, digital tool, and/or other online or social media profile, channel, or site created by or for the Yale School of Medicine.
Authorization for media and/or YNHHS/Yale photographs, videotaping, and interviews form: This form is the Yale HIPAA (Health Insurance Portability and Accountability Act) media authorization form. It allows patients to provide consent for media photographs and interviews for Yale purposes only. It is available from the Yale Policies & Procedures page: Form 5031 Consent for Media Photographs and Interviews. The consent form does not allow faculty or staff to post patient images or information on their personal social media accounts.
Yale New Haven Health Consent for Operation or Special Procedure: Patients sign this form to give permission for surgical or special procedures. It includes a section allowing the practitioner to use de-identified images or recordings of a procedure for medical, scientific, or educational purposes only. It does not provide permission to use images or recordings for any social media or other public use.


Yale School of Medicine: “Yale School of Medicine” or “YSM” references any and all of its components and entities, including Yale Medicine, Yale Cancer Center, etc.

YSM web publishing platforms: “YSM web publishing platforms” refers to any tool used for publishing digital content that is maintained by Yale School of Medicine, including but not limited to Beatrix.yale.edu, SDL Tridion, etc., as well as YSM-licensed tools hosted on external platforms such as Wix.com.
	
[bookmark: _Toc427373286][bookmark: _Toc425171622][bookmark: _Toc425171625]Policy Sections
Patient Privacy, HIPAA, and Other Privacy Risks
Patient Privacy

Do not record or photograph patients for publicity or marketing purposes or publish identifiable information about Yale patients, regardless of whether the platform is secured, unless prior written authorization from the patient has been obtained via an Authorization for media and/or YNHHS/Yale photographs, videotaping, and interviews form. The form authorizes use of patient name, contact information, interviews, photographs and film recordings by representatives and affiliates of Yale University and Yale New Haven Health System. The form should be used even if the patient is not fully visible or identifiable. 

Do not provide personal medical advice or any information that could be construed as personal medical advice on YSM websites and/or web presences. For more information, review Yale’s HIPAA Policies, Procedures and Forms.

Please contact the HIPAA office (hipaa@yale.edu) with questions about classification of PHI. When in doubt regarding whether content is PHI, do not publish the content without obtaining a signed Authorization for media and/or YNHHS/Yale photographs, videotaping, and interviews form from the patient. 

B. 	Other Privacy Risks Related to Digital Collection of Personal Health Information  

When websites and web presences hosted outside of University-maintained systems or online tools are used to engage with patients providing PHI or to collect personal health information from individuals, and when such external websites, web presences, and online tools appear to communicate such engagements as occurring under the auspices of YSM, these types of activities may give rise to violations of rules and regulations by the University and/or the responsible individuals.[footnoteRef:2]   [2:  “[E]ach member of the Yale community has an obligation to act in the best interest of the University and in furtherance of the University’s mission, and must not let outside activities or significant outside financial interests interfere with those obligations.” More information is available at Yale University Policy on Conflict of Interest and Conflict of Commitment.
] 


Additionally, the University cannot assure the accuracy, clarity, or timeliness of information and content communicated via websites, web presences, and online tools if they are hosted on systems not maintained by the University. 

Therefore, unless such activity is specifically authorized by YSM for the conduct of School functions, externally hosted websites and/or web presences may not:
Solicit patients or potential patient candidates for Yale Medicine;
Use any Yale University or YSM logo, shield, nor any other University mark or branding in any capacity;
Use the word "Yale" in the website URL or website title;
Use University funds, resources, or facilities to build, support, or maintain the site, presence or content;
Reproduce YSM-produced or -branded photographs, videos and/or media assets; 
In any way suggest or imply it is an officially sanctioned University activity; 
In any way conduct or appear to conduct business on behalf of Yale University or YSM (including, but not limited to, using YSM office phone numbers, addresses and other office identifiers).
Publish identifiable information about Yale patients without their written consent.
Individual Name and Image Rights
Even when data is not classified as PHI under HIPAA, individuals may have privacy or other proprietary rights in the use of their name, image, or likeness.

[bookmark: _Hlk148019627]In order to display digital content such as multimedia, photographs, or stories on YSM websites or on external websites and web presences created by or for YSM, the University must have permission--type of permission is in accordance with their Yale role—from the people who are photographed, filmed or in certain cases, specifically quoted or referenced. More information about permissions is online: YSM Use of Photo and Video.

For additional information about use of on-campus photography and recordings, please refer to: 
· 9001 Recording Policy
· Use of Photos and Videos Taken at YSM Events
Copyright & Other Intellectual Property Rights
All websites, web presences and digital content created by or for YSM, whether hosted on University-maintained systems or on external platforms, are expected to comply with applicable copyright and other intellectual property laws. Among other things, digital content can include a written document, a person's voice or performance, music played in the background of a video, a photograph, a company's symbol or trademark, or proprietary research information. Please review the Office of the General Counsel’s Copyright Resources and Rights Clearance Guide for Digital Projects for information regarding rights clearance, copyright permissions, and other intellectual property issues that may arise in digital contexts. Do not publish any content or materials without first confirming either that the University has written documentation of its publishing rights or that an exception under applicable law applies.
YSM Branding 
Please review Branding, Wordmark, Shield, Graphic Identities, and Logos for YSM-Guideline and the Yale Identity Web Guidelines for use of YSM logos and branding elements on YSM websites and web presences. YSM marks and branding may not be used to state or suggest endorsement or sponsorship of non-official functions. Contact the branding team in the Office of Communications with questions.
Data Security
YSM web publishing platforms are only authorized for the handling of low-risk data. Do not store or publish any medium- or high-risk data, documents, or other types of sensitive information (e.g., imagery depicting animal research) on YSM websites or on external websites and web presences created by or for YSM, unless the website is explicitly identified for that purpose in YSM system documentation. For more information on data classification, visit the Protect Your Data page on the IT (Information Technology) at Yale Cybersecurity website.
1. Accessibility
All websites, web presences and digital content created by or for YSM, whether hosted on University-maintained systems or on external platforms, are required to include a link to the Accessibility Statement Page. All content posted to University websites is required to be accessible to people with disabilities. For more information, visit the Accessibility at Yale website and the Yale School of Medicine Accessibility statement.
Management of YSM Websites and Web Presences 
All official websites and web presences created by or for YSM are managed by the YSM Office of Communications using YSM's authorized web template and content management systems. This includes digital tools that solicit or collect personal health information from patients or potential patient candidates of Yale Medicine.
YSM Political Discourse, Personal Opinion, and Public Statements 
As a non-profit organization that provides education and patient care to the public, Yale must maintain neutrality on political views. We provide services to a wide range of people who have vastly different opinions, and we should not compromise mentor and caregiver relationships. Therefore, university tools, resources, and publications should not be used to express political or personal opinions. 

If an issue impacts the entire university community, we defer to university leaders to speak first. 
YSM and its faculty should not comment on issues about which other schools harbor greater expertise.
YSM can and should use its expertise and resources to provide opportunities for our community to hold open conversations when topics are relevant to our missions of education, patient care, and research. 

Public statements on behalf of Yale are issued solely by the Yale Office of Public Affairs.

YSM faculty and staff should consult with the YSM Media Relations Team or the Yale Office of Public Affairs before responding to media.
To comply with Yale’s Information Concerning Activism and Advocacy, in cases where Yale faculty or staff self-identify their Yale affiliation on an external platform and state an opinion, such as an opinion on social media, they should also state that their opinions are their own and not the opinion of Yale (and, if applicable, Yale New Haven Health System). 
Faculty may provide expert opinion and health information to news and information outlets online when it is relevant to their area of specialized expertise, referencing their Yale affiliation, in coordination with Yale’s Office of Public Affairs and YSM Office of Communications.  
Removal 
The YSM Office of Communications reserves the right to immediately remove any content, website, or web presence that is in conflict with this policy.

Content covered by this policy which has not been edited or updated in three or more years may be removed if YSM Office of Communications is unable to confirm the primary contact for the website or web presence. YSM cannot guarantee the archiving of such content when removed.

Special Situations & Exceptions
Exceptions to this policy must be documented using the YSM Policy/ Procedure/ Guideline Exception Request - Form and sent to ysm.editor@yale.edu with a request to notify YSM Office of Communications leadership. 

Roles & Responsibilities
· YSM Office of Communications Leadership will review this Online Publishing Policy every three years
· The YSM Web Publishing Team in the YSM Office of Communications will answer questions about policy and support policy statements

Contact Information 
[bookmark: _Hlk497987165]For questions about this policy, please contact ysm.editor@yale.edu.
References & Related Information
The University is bound by certain rules, regulations, and policies regarding the programs and activities in which it engages. Such rules, regulations, and policies include but are not limited to:
Yale
· HIPAA/patient privacy rights and regulations
· Conflict of interest/conflict of commitment policies
· 1489 Media and Animal Research
· 1604 Data Classification Policy 
· 1605 Web Accessibility Policy 
· 1607 Information Technology Appropriate Use Policy 
· 9001 Yale Recording Policy
· HIPAA Guidance on Photos, Videos, and Audio Recording in Clinical Areas
· Yale University Copyright Policy
· Yale University Identity Web Guidelines 
· Yale University Institutional Standards of Conduct
· Information Concerning Activism and Advocacy
YSM
· Yale School of Medicine and Yale University branding
· Branding, Wordmark, Shield, Graphic Identities, and Logos for YSM-Guideline
· Use of Photos and Videos Taken at YSM Events
· Beyond Sterling Hall: Leading Through Education and Dialogue
· Social Media Guidelines 
· Social Media FAQs
· Website Guidelines & Best Practices
· All YSM Communications Policies, Procedures, and Guidelines

Version History

· 11/2/23:        FIN/COM-Web Publishing & Social Media Guidelines for YM & YSM separated into two documents—a policy and guidelines. This is the policy.
· 1-8-24:          Added links to the new Yale Recording policy 9001 released today.
· 4-26-24:        Moved several policy links that were living in “Reason for the Policy” to all be located within the “Related Information” section of this document.  
· 6-13-24:        Renamed this document to online publishing policy, and then created separate social media guidelines document and web publishing guidelines document. Significantly updated text to relate only to regulations, laws, and YSM and Yale policy. Added clarity around political/personal discourse.
· 9-13-24:        Updated HIPAA Authorization form url to new short url: http://m.yale.edu/hipaa-release-pdf 
· 10-7-24:       updated BSH url; Added Social Media FAQs
· 8-15-25:       Added link to University policy 4489: Media and Animal Research; updated link to BSH and Website Guidelines & Best Practices.
· 12-16-25:       updated to new template, added YNHH Use and Disclosure of PHI Audiovisual Recordings and Yale HIPAA Guidance on Photos, Videos, and Recordings in Patient Care Areas.
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The official version of this information will only be maintained in an on-line web format.  Any and all printed copies of this material are dated as of the print date.  Please make certain to review the material on-line prior to placing reliance on a dated printed version.
