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[bookmark: _Hlk104194874]This Standard Operating Procedure (SOP) applies to all Yale Center for Clinical Investigation (YCCI) employees, contractors, and third-party vendors who have access to company systems, workstations, and networks. It covers access management practices, workstation usage policies, and related security protocols.
2.0 Purpose
The purpose of this SOP is to outline the processes for managing access to company resources and ensuring proper utilization of workstations. This document defines the guidelines and procedures for controlling and monitoring access to systems, applications, and physical workstations, as well as ensuring that workstations are used in a secure, efficient, and compliant manner.
3.0 Definitions and Abbreviations
Standard Operating Procedures (SOPs) - detailed, documented instructions to achieve uniformity of the performance of a specific activity.
4.0 Procedure
4.1 Access Control and Privilege Management
4.1.1 Access to company systems and data will be governed by the user’s role within YCCI, and per Yale University’s Information Access and Security Policy and the Access Control For Protected Health Information (PHI) Policy.
4.1.2 Privileges will be granted based on the necessity to perform job-related duties, ensuring that no user has excessive or unnecessary permissions.
4.1.3 In the event of an emergency (e.g., system failure, security breach), access can be granted or escalated by the IT department with approval from YCCI leadership.
4.2 Workstation Utilization
4.2.1 Employees will be assigned a workstation based on role and job function at YCCI.
4.2.2 Workstations will be configured with the necessary software and security settings (e.g., antivirus, encryption, access controls) to ensure compliance with company policies.
4.3 Acceptable Use Policy
4.3.1 General Use:
· Workstations are intended for business use only per Yale University’s Information Technology Appropriate Use Policy.
· Users are prohibited from installing unauthorized software or applications on workstations without prior approval from IT.
· Use of workstations for illegal activities (e.g., piracy, harassment) is strictly prohibited and may result in disciplinary action.
4.3.2 Internet and Network Access:
· Access to external websites and resources should be limited to business-related activities.
· Use of VPNs, proxies, or other tools to bypass company-controlled network filters is prohibited.
· Employees should avoid downloading files from untrusted sources and be cautious of phishing attempts.
4.3.3 Workstation Maintenance and Updates
· Software Updates:
· All workstations must be kept up to date with the latest security patches and updates. The IT department will deploy updates automatically where possible.
· Users must reboot their workstations after receiving system updates to ensure they take effect.
· Hardware Maintenance:
· Employees must report any workstation malfunction, damage, or performance issues to the IT department via email or creating an ITS service ticket for assessment and repair.
· IT will perform regular preventive maintenance and hardware audits to ensure optimal performance and security.
4.3.4 Remote Work
· Employees working remotely must adhere to the same workstation and access management policies, including use of secure connections (e.g., VPN) and workstation security protocols.
4.3.5 Incident Management and Reporting
· Any suspicious activity, such as unauthorized access or system anomalies, must be immediately reported to the IT department or security team via email or creating an ITS service ticket.
· IT will investigate any security incidents and take appropriate action, including password resets, account lockouts, and system restores.
4.3.6 Lost or Stolen Devices:
· In case of a lost or stolen workstation, the employee must report the incident to the IT department within one hour. IT will remotely disable the device if possible and take further steps to mitigate any security risks.
4.4 Training
All responsible personnel listed within this SOP will receive the appropriate level of training appropriate to their role and level of responsibility.
5.0 Roles and Responsibilities
This SOP applies to all YCCI Staff. 
6.0 Contact Information 
Any exceptions or questions pertaining to this procedure must be presented to ycci.sop@yale.edu.
7.0 Related Information
This section identifies applicable regulations, guidances, and policies related to this procedure. 
· N/A
8.0 Reference Materials
Reference materials are located in each functional area’s working directory.
· 1601 Information Access and Security
· 1601 PR.02 NetIDs and Identity Management
· 1601 PR.03 Access Control for Protected Health Information (PHI)
9.0 Version History
· 01/07/2025: New document (no prior history)
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