1.0 Scope
This standard operating procedure (SOP) applies to all Information Technology (IT) upgrades, including but not limited to hardware, software, system configurations, network changes, and updates as it relates to those involved at Yale Center for Clinical Investigation (YCCI). 
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2.0 Purpose 
The purpose of this SOP is to define a standardized process for managing changes during IT upgrades within the organization. This ensures that all changes are efficiently, safely, and successfully implemented while minimizing risks, disruptions, and errors.

3.0 Definitions and Abbreviations
RIO – Yale School of Medicine (YSM) Research Information Office (RIO) is the technical owner and systems facilitator for applications that are hosted for the business operations of YCCI and clinical research operations within YSM, Yale School of Nursing (YSN), Yale School of Public Health (YSPH), and the Yale New Haven Health System (YNHHS).
4.0 [bookmark: _Toc425171621][bookmark: _Toc427373286][bookmark: _Toc425171622][bookmark: _Toc425171625]Procedure 
4.1 [bookmark: _Toc425171623]Request for Change
4.1.1 A formal request for change must be submitted by the project manager or designated personnel, detailing the need for the IT upgrade, potential benefits, and expected outcomes.
4.1.2 The request should include details such as the scope, timeline, resources, and any known risks.
4.2 YCCI / RIO
4.2.1 YCCI and RIO will prioritize all systems changes and planned upgrades, system enhancements, platform or application bug fixes and modifications.
4.2.2 YCCI/RIO reviews potential impacts, including risks, costs, and resource allocation. Additionally, YCC (Yale Cancer Center) is involved in the prioritization as a large systems user outside of YCCI.
4.3 Planning and Communications
4.3.1 Implementation plans must include pre-testing, communications, schedules, and a back-out plan. Change plans and assessments must be prioritized and scheduled to align with business needs and IT operational schedules to ensure service continuity, minimize the occurrence of conflicting changes, and potential disruption to supported environments.
4.3.2 Communication plans must be established that include notifying employees and service providers about changes prior to implementation and after changes occur. 
4.3.3 Backout plans must be established to ensure that services can be restored if the change fails or does not support intended results.
4.3.4 Changes must be prioritized based on impact to the business and the urgency of the change to reduce potential disruption to supported environments. 
4.4 Approving Changes
4.4.1 Changes must be communicated to employees that include the work that is to be done, expected outcomes, and must be approved prior to submission to the change advisory board or IT group that is responsible for reviewing or approving the change. Communications, expected outcomes, and approvals must be documented and retained.
4.5 Pre-Implementation Testing
4.5.1 Changes must be tested prior to implementation to ensure that the change resulted in desired effect and to ensure that there is no negative impact to services during implementation. In cases where changes are made by a third-party, obtain relevant information from the third party about the change including release notes, descriptions of change, and their testing results.
4.6 Implementing Changes
4.6.1 Changes must be scheduled such that they are not disruptive and to ensure that occurrence of conflicting changes is minimized.
4.6.2 The change initiator implements a change in accordance with the implementation plan and during the scheduled time. Failure of an implementation will normally require the change initiator to follow the back-out plan to ensure normal system operations.
4.7 Post Implementation Testing and Review
4.7.1 Post implementation testing activities must be conducted and documented to determine if the results of the change occurred as expected. In addition, a review of change activities should be conducted to capture lessons learned and potential improvements that can be made for future
4.8 Training
4.8.1 All enhancements, modifications, customizations, or new feature sets that are made to existing or new software applications will have a training assessment to determine if existing training and learning opportunities need to be modified or remain in their pre-release state.
4.8.2 Communications related to software or system changes will include updates to training and learning opportunities prior to the release of the new features or application(s).
4.8.3 All responsible personnel listed within this SOP will receive training appropriate to their role and level of responsibility.
5.0 Roles and Responsibilities
· Project Manager
· YCCI / RIO
· Information Technology Staff
· YCCI (and/or YCC when appropriate) Leadership
· YCCI Assoc Director for Workforce Development
6.0 Contact Information 
Any exceptions or questions pertaining to this procedure must be presented to ycci.sop@yale.edu.
7.0 Related Information
This section identifies applicable regulations, guidance’s, and policies related to this procedure.
· N/A
8.0 Reference Materials
Reference materials are located in each functional area’s working directory.
· 1615 Information Technology Infrastructure and Applications Change Management Policy 
9.0 Version History
· 12/13/2024: New document (no prior history)
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