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Scope
All websites, web presences, and digital content created by or for the Yale School of Medicine (YSM), whether hosted on University-maintained systems or on external platforms (e.g., Beatrix, Wix.com, YaleSites, Drupal, Squarespace, etc.) fall within the scope of these guidelines. This document also includes guidelines for external personal and external business websites which might reference or imply connection to Yale or YSM. Unless otherwise stated, this policy and guideline document refers to websites created by or for YSM. 
 
Summary: 
 
1. External personal and business websites should be kept distinct from University and YSM websites. 
2. Clinical or patient-directed content must be hosted on Yale Medicine websites. 
3. Yale School of Medicine personnel must follow the Yale University HIPAA Guidance on Photos, Video and Audio Recording in Yale Medicine clinical areas and the Yale New Haven Health Use and Disclosure of Protected Health Information (PHI): Audiovisual Recordings Policy when in YNHH facilities. In addition: 
a. Only Yale Medicine (YM), Yale New Haven Health (YNHH), or Yale University (YU) central institutional teams (marketing and communications) may gather or post content to institutional websites about patients, de-identified or otherwise.  
b. Individual employees must not gather or post content to individual or personal social media or websites about patients, de-identified or otherwise. Resharing content from institutional accounts to personal accounts is allowed.

4. Multimedia and other content representing YSM must meet professional standards; must be fact-checked for accuracy and to ensure it is up-do-date; must follow legal and university guidelines and should maintain a good reputation for YSM. 
Reason for the Guidelines 
These guidelines were established to help faculty and staff follow rules, regulations, and policies by which the University is bound, and to provide additional clarity and guidelines for following best practices. 

In addition, these guidelines were established to mitigate potential legal and reputational risks associated with the development and use of websites, web presences, and digital content created by or for YSM. 
	
Definitions
[bookmark: _Toc425171621]Beatrix: Beatrix.yale.edu is a proprietary web publishing platform and content management system built by YSM that supports the communications functions of Yale schools, departments, and other units at the university. The beatrix.yale.edu platform is not approved for Patient Health Information. 
Digital content: Any content that exists in the form of digital data and may include text, images, graphics, illustrations, and multimedia content, such as videos, animations, music, audio recordings, reels, etc.
External or public: Any business, effort, or digital content posted outside of university-maintained systems. All social media accounts and groups are considered public.
University or Yale: Yale University and all its components and entities.
University-maintained systems: Information technology databases, servers, tools, and equipment controlled and maintained by the University and/or its authorized service providers. 
Websites and/or web presences: Any publicly available website, blog, digital content publisher, and/or other online profile, channel, or site created by or for YSM.
Authorization for media and/or YNHHS/Yale photographs, videotaping, and interviews form: This form is the Yale HIPAA (Health Insurance Portability and Accountability Act) media authorization form. It allows patients to provide consent for media photographs and interviews for Yale purposes only. It is available from the Yale Policies & Procedures page: Form 5031 Consent for Media Photographs and Interviews. The consent form does not allow faculty or staff to post patient images or information on their personal social media accounts.
Yale New Haven Health Consent for Operation or Special Procedure: Patients sign this form to give permission for surgical or special procedures. It includes a section allowing the practitioner to use de-identified images or recordings of a procedure for medical, scientific, or educational purposes only. It does not provide permission to use images or recordings for any social media or other public use.
Yale School of Medicine: Any and all of Yale School of Medicine’s components and entities, including Yale Medicine, Yale Cancer Center, etc.
YSM web publishing platforms: Any tool used for publishing digital content that is maintained by Yale School of Medicine, including but not limited to Beatrix.yale.edu, SDL Tridion, etc., as well as YSM-licensed tools hosted on external platforms such as Wix.com. 
 

[bookmark: _Toc427373286][bookmark: _Toc425171622][bookmark: _Toc425171625]Guideline Sections 
1. Online Publishing Policy 
[bookmark: _Toc425171623]Before publishing on a website representing YSM, familiarize yourself with the YSM Online Publishing Policy, which covers the topics of patient privacy and other privacy risks; individual name and image rights; copyright and intellectual property rights; YSM branding and endorsement’ data security; accessibility; political and personal opinion; and removal of content. 
 
Online Publishing Policy 
2. YSM Commercial Endorsements and Medical Advice 
Please review the Online Publishing Policy regarding use of YSM branding for endorsements and non-official functions and providing personal medical advice on YSM websites and accounts.
Announcements of Yale collaborations or partnerships already approved by Yale OGC, Procurement, or your department chair are acceptable.  
Use generic drug names when possible.
As a nonprofit, Yale does not endorse products.
3. External Personal, Lab, and Business Websites
YSM Faculty and staff members may choose to have external personal, external business, or external lab websites. Please review and comply with the Online Publishing Policy as well as the guidelines below. 
To comply with Yale University Institutional Standards of Conduct keep these websites distinct from University and YSM websites. YSM Faculty and staff members may choose to describe their current affiliation with the university in biographical narratives.

To comply with Yale University Institutional Standards of Conduct, Yale resources are not available for personal use or for the benefit of a non-University organization, including images, logos, wordmarks, photographs, letterhead, staff time, funding, technology, or other resources.

To comply with Yale’s Information Concerning Activism and Advocacy, if a YSM faculty or staff member has a personal or external website that mentions or implies Yale or Yale connections, include in the bio that your opinions are your own and not the school's and/or that the business is unaffiliated with Yale. 

In the event a faculty member has an existing YSM lab site and then builds an external lab site, the Office of Communications will archive the YSM site to avoid confusion and reduce duplication. If the new site URL is a .org, a temporary re-direct of the former Yale-hosted URL to the new one may be requested. 
4. Clinical and Patient Care Content on Yale Medicine 


Public Use:
Individual Employees:
University employees are not permitted to take photographs or video for social media, website, marketing, or public relations purposes in YM and YNHH patient care areas, including operating rooms. Follow the Yale New Haven Health Use and Disclosure of Protected Health Information (PHI): Audiovisual Recordings Policy within YNHH facilities.

Central Institutional Marketing, Communications, Public Relations, Social Media Teams: 
Only the central YNHHS, Yale University (YU), and YM communications teams are permitted to obtain or post images within areas where patient care occurs or of patients (even de-identified) for promotional purposes as listed above. Patients must sign the Yale University – Yale New Haven Health Form 5031 Authorization for Media Photographs and Interviews form in advance. Copies of the signed form should be filed with the central YSM Office of Communications, Yale University’s Office of Public Affairs and Communications, or YNHH marketing offices.

On University-maintained systems and externally maintained systems representing YSM, patient- focused content is hosted on Yale Medicine branded websites and digital channels. Exceptions may be granted for human research protocols with the joint agreement of Yale University’s Institutional Review Board (IRB) and the YSM Office of Communications in limited circumstances for website functionality needs that cannot be accommodated by YSM web systems for clinical research participants. 

Internal use:
For Internal, Yale-Only Use: For medical, education, or research internal purposes, when in YNHH spaces, all individuals and teams must follow the Yale New Haven Health Use and Disclosure of Protected Health Information (PHI): Audiovisual Recordings Policy. In Yale University spaces, follow the Yale University HIPAA Guidance on Photos, Video and Audio Recording.

Repurposing Clinical Images for External Use: 
Images or recordings with patient content initially taken for medical, education, or research can only be considered for the YM, YNHH, or YU social media channels once the patient or their representative has signed the Yale University – Yale New Haven Health Form 5031 Authorization for Media Photographs and Interviews form.

 
5. YSM Multimedia and Content 

Please review the Online Publishing Policy regarding individual name and image rights, copyright, data security, and accessibility. 

The Office of Communications aims to ensure that multimedia and editorial content representing YSM is professional, positive, and beneficial to YSM’s reputation. Content and multimedia on YSM websites will follow these guidelines: 
A. Professional Voice: Content should be written in a professional voice, not a personal voice. Consult the AP Style Guide and YSM Style Guide for specific references and language expectations.

B. Reputation: All content and multimedia posted on YSM websites should represent YSM in a positive, professional, relevant manner. No content that is negative, derogatory, discriminatory, or inappropriate should be posted on YSM websites. For images and video relating to clinical care, it is especially important that visual messaging is positive and of a high caliber.

C. Accuracy: Content should accurately tell the story of the department, section, residents, center, faculty, and students. Videos, graphics, and illustrations demonstrating scientific or medical processes must be accurate and up to date. Descriptions, images, and videos on websites must represent current science and medical care, unless illustrating a historical point.

D. High Quality: Content should be well-written and free of spelling and grammatical mistakes. Photographs and videos should be   high-resolution, in focus, well‐lit for the subject matter, and professionally processed, including for color correction. Graphics and other visual aids should be clean, consumable, and relevant. Images that are pixelated, blurry, obviously digitally manipulated, inaccurate, or have been processed incorrectly must not be displayed. Images and videos more than five years old often have deteriorated in quality, are not high enough resolution to display correctly, and may be removed.

E. Authorship and AI: All custom images, illustrations, videos, or graphics must provide authorship, including for AI-assisted images.
 
F. Animal Research: To comply with Yale’s policies on privacy and data security, sensitive imagery, such as images, videos, or other graphics of animals, should not appear on any publicly available website.

G. Archiving Web Content for YSM : YSM web publishing platforms are not to be used as an archiving system, including for text, documents, images, or any other digital content. Files and data must be kept in a Yale-supported storage solution if they need to be preserved in perpetuity. 


6. Domain Names and URLs 

A. YSM websites do not use .com urls to display YSM websites.

B. Requests to link to .com and external websites from YSM websites are reviewed by the Office of Communications on a case-by-case basis.

C. Third level domain requests (example: in medicine.yale.edu, "medicine" is the third level domain) are reviewed and approved by YSM Office of Communications, ITS (Information Technology Services) leadership, and the Office of General Counsel, if necessary. These URLs are used for servers controlled by Yale only and are not directed to websites outside of Yale.
7. Removal 
A. Content and multimedia that do not meet the specific standards detailed above and/or all university and YSM policies and guidelines may not be displayed and/or may be removed from YSM websites. 

B. Content that has not been edited or updated in three or more years, or where the primary contact has left Yale, may be removed from YSM sites.  YSM cannot guarantee the archiving of that content when removed. 


Special Situations & Exceptions
Exceptions to this document are documented using the DEA - YSM Policy/ Procedure/ Guideline Exception Request - Form and sent to ysm.editor@yale.edu with a request to notify YSM Office of Communications leadership. 
Roles & Responsibilities
· YSM Office of Communications Leadership will review these Web Publishing Guidelines every three years.
· The YSM Web Publishing Team in the YSM Office of Communications will answer questions about this document and support guideline statements.

Contact Information 
[bookmark: _Hlk497987165]
For questions about these guidelines, please contact ysm.editor@yale.edu 

References & Related Information 

The University is bound by certain rules, regulations, and policies regarding the programs and activities in which it engages. Such rules, regulations, and policies include but are not limited to: 

Yale 
· Intellectual property rights and responsibilities
· 1604 Data Classification Policy
· 1605 Web Accessibility Policy
· 1607 Information Technology Appropriate Use Policy
· Yale University Policy on Conflict of Interest and Conflict of Commitment
· Yale University Copyright Resources
· Yale University Rights Clearance Guide for Digital Projects
· Yale University Institutional Standards of Conduct
· HIPAA (Health Insurance Portability and Accountability)
· 9001 Yale Recording Policy

· HIPAA Guidance on Photos, Videos, and Audio Recording in Clinical Areas
· The Woodward Report
· Use of the Yale Name
· Yale University Identity Web Guidelines
· Information Concerning Activism and Advocacy
 YSM 
 
· Yale School of Medicine and Yale University branding
 
· Branding, Wordmark, Shield, Graphic Identities, and Logos for YSM-Guideline
· Use of Photos and Videos Taken at YSM Events
· Beyond Sterling Hall: Leading Through Education and Dialogue
· Social Media Guidelines
· Social Media FAQs
 
· Online Publishing Policy
Yale New Haven Health
· Use and Disclosure of Protected Health Information (PHI): Audiovisual Recordings


Version History
11/2/23: FIN/COM-Web Publishing & Social Media Guidelines for YM & YSM separated into two documents—a policy and guidelines. This is the policy. 
1-8-24: Added links to the new Yale Recording policy 9001 released today. 
4-26-24: Moved several policy links that were living in “Reason for the Policy” to all be located within the “Related Information” section of this document 
6-14-24: 
Incorporated web-related content from “FIN/COM-Web Publishing & Social Media for YSM & YM-Guideline,” and moved the policy information to the Online Publishing Policy Online Publishing Policy This is now the guideline document for web publishing. 
 
Incorporated content from 5/20/22: Beyond Sterling Hall: Leading Through Education and Dialogue 
Removed redundant patient care content 
Added links to Online publishing policy 
Changed verb tense to present 
9-13-24: updated HIPAA form url to short url: m.yale.edu/hipaa-release-pdf 
10/7/2024: Updated BSH url, added Social Media FAQs 
9-23-25: Updated to new template, added keywords section; added YNHH Use and Disclosure of PHI Audiovisual Recordings and Yale HIPAA Guidance on Photos, Videos, and Recordings in Patient Care Areas.
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The official version of this information will only be maintained in an on-line web format.  Any and all printed copies of this material are dated as of the print date.  Please make certain to review the material on-line prior to placing reliance on a dated printed version.
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