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1.0 Scope
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This procedure applies to all studies in which the Yale Center for Clinical Investigation (YCCI) provides clinical research support when Yale is a study site.
2.0 Purpose 
This document outlines the procedures required for source record redaction of personally identifiable information (PII) when said document is being shared externally.  
3.0 Definitions and Abbreviations
[bookmark: _Toc425171621]Health Insurance Portability and Accountability Act (HIPAA) –The Health Insurance Portability and Accountability Act (HIPAA) is an act created by the U.S. Congress in 1996 that amends both the Employee Retirement Income Security Act (ERISA) and the Public Health Service Act (PHSA). HIPAA was enacted in an effort to protect individuals covered by health insurance and to set standards for the storage and privacy of personal medical data.

HIPAA Privacy Rule – issued by the U.S. Department of Health and Human Services (HHS) to implement the requirements of HIPAA. The Privacy Rule standards address the use and disclosure of individuals’ health information (known as protected health information or PHI) by entities subject to the Privacy Rule. These individuals and organizations are called “covered entities.” A covered entity may always use or disclose for research purposes health information which has been de-identified (in accordance with 45 CFR 164.502(d), and 164.514(a)-(c) of the Rule). Where research is concerned, the Privacy Rule protects the privacy of individually identifiable health information, while at the same time ensuring that researchers continue to have access to medical information necessary to conduct vital research. 

Personally Identifiable Information (PII) - information that can be used to distinguish or trace an individual’s identity, either alone or when combined with other personal or identifying information that is linked or linkable to a specific individual. PII includes the following identifiers:
1. Names
2. All geographic subdivisions smaller than a state, including street address, city, county, precinct, ZIP code and their equivalent geocodes, except for the initial three digits of the ZIP code if, according to the current publicly available data from the Bureau of the Census:
i. The geographic unit formed by combining all ZIP codes with the same three initial digits contains more than 20,000 people; and
ii. The initial three digits of a ZIP code for all such geographic units containing 20,000 or fewer people is changed to 000
3. All elements of dates (except year) for dates that are directly related to an individual, including birth date, admission date, discharge date, death date, and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older
4. Telephone numbers
5. Fax numbers
6. Email addresses
7. Social security numbers
8. Medical record numbers
9. Health plan beneficiary numbers
10. Account numbers
11. Certificate/license numbers
12. Vehicle identifiers and serial numbers, including license plate numbers
13. Device identifiers and serial numbers
14. Web Universal Resource Locators (URLs)
15. Internet Protocol (IP) addresses
16. Biometric identifiers, including finger and voice prints
17. Full-face photographs and any comparable images
18. Any other unique identifying number, characteristic or code

Redaction – Masking or deletion of data from a document.

Research Authorization – A detailed document that gives covered entities permission to use protected health information for specified purposes, which are generally other than treatment, payment, or healthcare operations, or to disclose protected health information to a third party specified by the individual.
The terms “subject” and “participant” where applicable are interchangeable.
4.0 [bookmark: _Toc427373286][bookmark: _Toc425171622][bookmark: _Toc425171625]Procedure 
All personally identifiable information (PII) should be redacted from participant research records prior to the transmission or transfer of such records to external entities. PII may only be shared externally if: (1) such sharing is allowable per the terms of the executed clinical trial agreement and (2) the trial participant has given permission by means of a signed Research Authorization form (or compound consent form, as applicable) that details what PII will be shared, with whom, and in what circumstances. In all instances, research personnel should limit the amount of PII disclosed to the minimum necessary. 

Research personnel may assign a code or other means of record identification to allow de-identified information to be re-identified provided that the code or other means of record identification is not derived from or related to information about the participant and is not otherwise capable of being translated to identify the participant. The process and circumstances surrounding re-identification should be carried out in accordance with the protocol, applicable regulations, and local policies.
4.1 Training
All responsible personnel listed within this SOP will receive training appropriate to their role and level of responsibility.
5.0 Roles and Responsibilities
· Principal Investigator (PI): The PI is ultimately accountable for all clinical research activities and is responsible for the appropriate delegation of tasks to individuals with adequate training and education to perform such tasks. The PI ensures that a project is carried out in compliance with GCP, Yale policies and applicable governing regulations. 

The PI may delegate study duties to research personnel; however, the PI has ultimate responsibility for management of the project and ensuring appropriately experienced and trained staff are delegated.

· Sub-investigators and appropriately qualified study personnel are able to conduct study-related duties as authorized by the Principal Investigator in accordance with GCP, Yale policies, and applicable governing regulations. 

· The following study personnel may be delegated study tasks with documentation of appropriate training and experience:
· Sub-investigators (Sub-I)
· Clinical Research Coordinator (CRC)
· Nurse Clinical Research Coordinator (NCRC)
· Research Assistant
· Clinic Staff
· Other Research Staff
6.0 Contact Information 
Any exceptions or questions pertaining to this procedure must be presented to ycci.sop@yale.edu.
7.0 Related Information
This section identifies applicable regulations, guidances, and policies related to this procedure.
7.1 U.S. Department of Health & Human Services
· U.S. Department of Health & Human Services (HHS), 45 CFR 164.502, Uses and disclosures of protected health information: general rules
· U.S. Department of Health & Human Services (HHS), Guidance Regarding Methods for De-identification of Protected Health Information in Accordance with the Health Insurance Portability and Accountability Act (HIPAA) Privacy Rule 

7.2 Additional Regulations, Guidances, and Policies 
· Health Insurance Portability and Accountability Act of 1996 (HIPAA) 
· OMB Memorandum M-07-16, Safeguarding Against and Responding to the Breach of Personally Identifiable Information (May 22, 2007) 
· Yale HIPAA Privacy Office, HIPAA Procedure 5039 PR.1, De-Identification and Limited Data Set Procedures (October 26, 2017)
8.0 Reference Materials
Reference materials are located in each functional area’s working directory.
· Guidance Document for Redacting Source Documents
9.0 Version History
· 01/10/2024: New document (no prior history)
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