A. Scope:  This policy relates to procedural and administrative safeguards for the privacy and confidentiality of health information. The security of Protected Health Information (PHI) in all forms is further addressed at: https://hipaa.yale.edu/.   
 
B. General Rule:  Disclosing, using or accessing Protected Health Information[footnoteRef:2] (PHI) , whether in tangible, electronic, or verbal forms, is strictly prohibited unless required or authorized for the purposes of treatment, payment, healthcare operations or as described in University HIPAA policies.  [2:  Protected Health Informaiton includes any  individually identifiably health information collectd or created at Yale Medicine.  For a complete definition see https://hipaa.yale.edu/policies-procedures-forms/hipaa-glossary-terms 
 ] 

 
C. Training 
1. All members of the Yale Medicine (YM) workforce are required to complete the appropriate HIPAA Privacy & Security training course(s) once. In addition, all staff must complete an attestation of compliance annually. Further role-specific refresher training is available as needed or upon request by contacting hipaa@yale.edu or (203) 432-5919. 
2. Further information on training requirements may be found at http://hipaa.yale.edu/training.   
 
D. Safeguarding Patient Information 
1. Establishing and maintaining controls to prevent inappropriate disclosure of (PHI) to individuals, within or outside of YM, whose access is not authorized, is a shared responsibility of all members of the YM workforce.  
2. At a minimum, the YM workforce is expected to adhere to the following privacy practices: 
a. Limit access and disclosure to no more than the “Minimum Necessary” except where necessary for treatment or as authorized by the patient. Guidelines regarding minimum necessary uses, disclosures, requests can be found at: https://hipaa.yale.edu/sites/default/files/files/5037.pdf;  
b. Avoid disclosure of sensitive information, including psychiatric, substance abuse treatment information, HIV testing and counseling, or treatment for HIV without explicit patient consent where required under applicable state and federal law. 
c. Validate and document the identity and authority of anyone requesting patient information; 
d. Whenever possible, secure papers, devices, and other items that contain patient information, even when momentarily unattended; 
e. Devices used to access, store or transmit PHI must adhere to minimum security standards for high risk systems, including encryption (see https://cybersecurity.yale.edu/minimumsecuritystandards). 
f. Take care not to be overheard when discussing patients in ways that might tend to identify them; 
g. When they are no longer needed, paper documents, films and other hard copies should be destroyed by shredding or incinerating. Devices must be properly cleared of PHI with the assistance of ITS (see https://your.yale.edu/policies-procedures/procedures/1609-pr01disposal-media-containing-confidential-or-protected-health).  This includes not only copies of medical records and billing documents, but also, labeled prescription bottles or IV bags, narratives that include unique histories, recordings of patients’ voices, full-face photographs, images of distinctive physical characteristics, etc.;  
h. If found, remove any PHI from YM-controlled public spaces, trash receptacles, etc., including PHI in paper, electronic, or any other form, that is not unreadable or unusable; 
i. Immediately report any unauthorized release of information, by calling (203) 432-5919 or by emailing hipaa@yale.edu. YNHHS staff may contact privacy@ynhh.org;  
j. Lost or stolen electronic devices must be reported using the online Lost/Stolen Electronic Media or Computing Device Form, found https://yale.service-now.com/it or by calling (203) 627-4665 and/or emailing hipaa@yale.edu.  
 
E. Key Exceptions to the General Rule of Non-Disclosure 
1. Emergencies - In cases of emergency (for example, if a crime were committed on YSM premises, or in case of a natural disaster), staff are advised to use their best judgment based on their training and knowledge of HIPAA privacy regulations and policies and in light of the circumstances and exigencies. In non-emergent situations, (such as written requests for information for law enforcement purposes, or in relation to personal injury claims), staff are strongly urged to seek advice from the YSM/Yale Medicine (YM) Deputy Privacy Officer, by phone at (203) 432-5919, or emailing hipaa@yale.edu prior to any non-routine disclosure of PHI. 
2. Patient Authorization - In instances where a YM department has centralized record release in collaboration with YNHHS HIM Department, all routine requests for information should be forwarded to that department for execution. 
3. Minor Children –  
a. Parents or legal guardians of pediatric patients may assert rights on their children’s behalf for most types of PHI.   
b. Note that under Connecticut State law, minors aged 12 through turning 18 years old are afforded additional control over mental health, reproductive care and substance abuse treatment information records that generally require that a minor patient specifically authorize release of these records.  
4. Mandated Reporting - Mandated reporters (including physicians, nurses and clinical social workers), are required by law to report possible instances of child or elder abuse, http://www.ct.gov/dph/cwp/view.asp?a=3121&q=389520.   
 
F. Enabling the Exercise of Patients’ Rights  
1. All staff play a role in making sure that patients may freely exercise the rights that are granted to them under the federal HIPAA privacy standards and under state law (see https://hipaa.yale.edu/patient-rights). These rights include: 
a. Right to be informed of our privacy practices  
b. Right to request access to their health information  
c. Right to amend their health record  
d. Right to request restrictions on their record or for confidential communication.  
e. Right to request an accounting of people to whom we disclose their health information  
f. Right to express concern and ask questions  
2. Employees as Patients - Patients who are employed by YM or YM affiliates are entitled to the same rights as all other patients and should not be placed in a position where they are forced to disclose information (for example, the very fact that they are YM patients) that would be confidential to any other patient. 
 
G. Violations:  Violations, by any member of the YM workforce, regardless of employment status or affiliation, is subject to disciplinary sanctions, up to and including termination of employment or affiliation with YM.  In addition to sanctions imposed by YM, and depending on the circumstances, violators might also be prosecuted under state or federal criminal laws. 
 
H. Loss or Unauthorized Disclosure of Protected Health Information  
1. Any unintentional or unauthorized disclosure of PHI, or loss of PHI, in any form, must be reported immediately to hipaa@yale.edu or by calling (203) 432-5919. 
2. The loss or theft of laptop computers, smartphones, flash drives or any other devices or media that store PHI should be reported to Yale Information Security at (203) 627-4665 or via email to information.security@yale.edu. 
3. All unauthorized disclosures of PHI, including misdirected email messages, faxes, and tangible records, must be reported to the YSM Deputy Privacy Officer at (203) 432-5919, or via email to hipaa@yale.edu.  
 
I. Yale School of Medicine (YSM) Deputy Privacy Officer  
1. The YSM Deputy Privacy Officer will provide advice or assistance in identifying and interpreting laws, regulations and standards relating to confidentiality of health information, developing policies and procedures and role-specific training for staff. 
2. Strict regulatory and legal deadlines require that all potential HIPAA breaches (incidents) be reported immediately to the Deputy Privacy Officer. The following list illustrates some examples of such circumstances: 
a. If a document containing PHI was mailed and/or handed to the wrong patient. 
b. If a patient overhears faculty or staff inappropriately disclosing PHI. 
c. If a patient complains that their record is inaccurate or that they have viewed another patient’s PHI via MyChart in their own Epic record in error. 
d. If someone other than a patient, an authorized treatment provider, or the patient’s insurance carrier requests access to PHI without a completed and signed authorization form from the patient. 
e. If someone requests access to patient information for reasons other than treatment, payment, clinical training, IRB approved research, quality assurance or healthcare operations. 
f. If a computer or device (e.g. iphone or ipad), containing PHI is lost or stolen.   
3. The YSM Deputy Privacy Officer may be reached by calling (203) 432-5919 or emailing hipaa@yale.edu.  
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